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Chapter 3 - General Institution 1 
 2 
 3 

AP 3720 Use of Technology and Information Resources and Employee 4 
Acceptable Use Agreement Acceptable Use of Technology and 5 
Information Resources [Title change to apply to all users as opposed 6 
to employees only.] 7 

 8 
References: 9 

Education Code Section 70902; Government Code Section 3543.1 subdivision (b); 10 
17 U.S.C. § 101 et seq. (Copyright Act); Penal Code Section 502; Cal. Const., Art. 1 11 
Section 1; 15 U.S. Code Sections 6801 et seq.; 17 U.S. Code Sections 101 et seq.; 12 
16 Code of Federal Regulations Parts 314.1 et seq.; Federal Rules of Civil 13 
Procedure, Rules 16, 26, 33, 34, 37, 45 Academic Senate for California Community 14 
Colleges 1999 paper Academic Freedom, Privacy, Copyright and Fair Use in a 15 
Technological World [Updated citations from CCLC.] 16 

 17 
The College’s technology systems resources, including but not limited to software, 18 
hardware, and data, and tools are the sole property of Mt. San Antonio College.  They may 19 
not be used by any person without the proper authorization of the College.  The technology 20 
systems and tools resources are for College instructional and work-related purposes. College 21 
information resources should not be used for personal activities not related to 22 
appropriate College functions, except in a purely incidental manner so long as: (a) it 23 
does not consume more than a trivial amount of system resources; (b) it does not 24 
interfere with the productivity of other campus employees; and (c) it does not pre-empt 25 
any College activity. [Changed ‘District’ to College’.  Incidental use statement added by 26 
IT and edited for clarity by HR.]  27 
 28 
This procedure applies to all Mt. San Antonio College students, faculty, and staff and to others 29 
granted use of College information resources.  This procedure refers to all College information 30 
resources whether individually controlled or shared, stand-alone, or networked.  It applies to 31 
all computer and computer communication facilities owned, leased, operated, or contracted by 32 
the College.  This includes, but is not limited to, personal computers devices when used to 33 
access College information resources, workstations, and associated peripherals, email, 34 
websites, and software, and information resources, regardless of whether used for 35 
administration, research, teaching, or other purposes. [Updated language to cover all data 36 
irrespective of device, method, or modality of access.] 37 
 38 
Privacy 39 
 40 
The College recognizes the privacy interests of faculty and staff and their rights to 41 
freedom of speech, participatory governance, and academic freedom, as well as their 42 
rights to engage in protected union and concerted activity.  However, both the nature of 43 
electronic communication and the public character of College business make electronic 44 
communication less private than many users anticipate.  In addition, the College 45 
Network may be subject to access by both internal and external users.  For these 46 
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reasons, there are virtually no online activities or services that guarantee an absolute 47 
right of privacy, and therefore, the College Network is not to be relied upon as 48 
confidential or private. [Added ‘Privacy’ section to clarify that there is no guarantee of 49 
privacy. 50 
 51 
Conditions of Use 52 
 53 
Individual units within the College may define additional conditions of use for information 54 
resources under their control.  These statements must be consistent with this overall procedure 55 
but may provide additional detail, guidelines, and/or restrictions.  Employees must also 56 
consider the open nature of information transferred electronically and should not assume an 57 
absolute guarantee of privacy or restricted access to such information.  Mt. San Antonio 58 
College reserves the right to monitor all use of the College network and computers to assure 59 
compliance with appropriate policies.  Mt. San Antonio College will exercise this right only for 60 
legitimate College purposes including, but not limited to, ensuring compliance with this 61 
procedure and the integrity and security of the system. 62 
 63 
The College supports and endorses the fundamental principles and the right of freedom of 64 
expression and endeavors to ensure appropriate confidentiality of communication.  65 
Nevertheless, all users should be aware that they have no guarantee of privacy or security 66 
when using College technology systems and tools.  The College strives to provide the highest 67 
degree of privacy and security possible when transferring data but disclaims responsibility if 68 
security measures are circumvented and the information is compromised. 69 
[Removed and replaced with ‘Privacy’ and ‘Nondiscrimination’ paragraphs below] 70 
 71 
Nondiscrimination 72 
 73 
All users have the right to be free from any conduct connected with the use of the Mt. 74 
San Antonio College network and computer resources that discriminates against any 75 
person on the basis of protected characteristics under Board Policy 3410.  No user shall 76 
use the College network and computer resources to transmit any message, create any 77 
communication of any kind, or store information that violates any College procedure 78 
regarding discrimination or harassment, or that is defamatory or obscene, or that 79 
constitutes the unauthorized release of confidential information. [‘Nondiscrimination’ 80 
section added by HR due to past issues with harassment through digital means 81 
including but not limited to email.] 82 
 83 
Legal Process 84 
 85 
This procedure exists within the framework of the College Board Policy and State and Federal 86 
laws.  A user of College information resources who is found in violation of the College’s 87 
computer use policies is subject to proper disciplinary action including the reporting of such 88 
activity to the appropriate authorities as required by law, up to and including, but not limited to, 89 
loss of information resources privileges; disciplinary suspension, or termination from 90 
employment or expulsion; and/or civil or criminal legal action (see Appendix A:  Selected 91 
Examples of Unacceptable Use). 92 
 93 
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Technology users will comply with all Board Policies and Administrative Procedures for 94 
any specific set of resources to which access has been granted. 95 
 96 
Users of College technology systems resources and tools should also be aware of items such 97 
as the following: 98 
 99 
• Possibility of Disclosure - Users must be aware of the possibility of unintended disclosure 100 

of communications. 101 
 102 
• Retrieval - It is possible for information entered on or transmitted via computer and 103 

communications systems to be retrieved, even if a user has deleted such 104 
information. [Content from College of the Canyons AB 3720.] 105 

 106 
• Public Records - The California Public Records Act (Government Code Sections 6250 et 107 

seq.) includes computer transmissions in the definition of “public record,” and nonexempt 108 
electronic communications made on the College network and computers any technology 109 
medium, College-owned or personal, must be disclosed if requested by a member of the 110 
public.  Refer to AP 3300 Public Records. [Content from College of the Canyons AB 111 
3720.  Added reference to Mt. SAC AP 3300.] 112 

 113 
• Litigation - Computer Electronic transmissions may be discoverable in litigation. 114 

 115 
• College Rights – The College may access user files or suspend services without 116 

notice: 1) to protect the integrity of electronic systems; 2) under time-dependent, 117 
critical operational circumstances; 3) as required by and consistent with the law; or 118 
4) when it is reasonable to believe that violations of law or College policy or 119 
procedures have occurred.  In such cases of access without notice, data or 120 
information acquired may be used to initiate or extend an investigation related to the 121 
initial cause or as required by law or Board Policy. [Content from College of the 122 
Canyons AP 3720.] 123 

 124 
Copyrights and Licenses 125 
 126 
Computer users Users must respect copyrights and licenses to for software and other online 127 
information. 128 
 129 
• Copying - Software protected by copyright may not be copied except as expressly permitted 130 

by the owner of the copyright or otherwise permitted by copyright law.  Protected software 131 
may not be copied into, from, or by any College facility or system, except pursuant to a valid 132 
license or as otherwise permitted by copyright law. 133 

 134 
• Number of Simultaneous Users - The number and distribution of copies must be handled in 135 

such a way that the number of simultaneous users in a department does not exceed the 136 
number of original copies purchased by that department, unless otherwise stipulated in the 137 
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purchase contract. [Removed ‘Number of Simultaneous Users’ section that is in the 138 
baseline CCLC document.] 139 

 140 
• Copyrights - In addition to software, all other copyrighted information (text, images, icons, 141 

programs, etc.) retrieved from computer or network resources, including the Internet, must 142 
be used in conformance with applicable copyright and other laws.  Work deemed protected 143 
under Section 107 of the Copyright Act of 1976 (“Fair Use”) shall be documented as having 144 
satisfied the four-factor test. 145 

 146 
Integrity of Information Resources 147 
 148 
Computer users Users must respect the integrity of computer-based information technology 149 
resources. 150 
 151 
• User ID is the Immutable Key – Every user with access to Mt. SAC information resources 152 

is assigned a user ID (e.g., jsmith123).  This User ID is the immutable key and cannot be 153 
changed by IT.  A user may update their preferred chosen name and display name using 154 
the Portal, but the user ID will not be updated or changed.  Employees may request an 155 
email alias that corresponds with their legal name and/or preferred chosen name, with 156 
approval from HR and IT, but the user ID used for login will not be updated or changed. [HR 157 
replaced ‘preferred’ name with ‘chosen’ name.] 158 
 159 

• Modification or Removal of Equipment - Computer users Users must not attempt to modify 160 
or remove computer equipment, software, or peripherals that are owned by others without 161 
proper authorization by IT. [Removed ‘Computer’ to focus on user and user access]. 162 

 163 
• Unauthorized Use - Computer users Users must not interfere with others’ access and use 164 

of the College computers technology resources.  This includes, but is not limited to:,  the 165 
sending of excessive messages, either locally or off-campus; printing excess copies of 166 
documents, files, data, or programs; running grossly inefficient programs when efficient 167 
alternatives are known by the user to be available; using unsupported software 168 
applications or hardware; unauthorized modification of system facilities, operating 169 
systems, or disk partitions; attempting to crash or tie up a College computer or network 170 
electronic resources; installing or connecting unauthorized equipment; and disrupting, 171 
damaging, or vandalizing College computing facilities, equipment, software, or computer 172 
files. [Updated for clarity.  Added unsupported software and hardware.] 173 

 174 
• Unauthorized Programs - Computer users Users must not intentionally develop or use 175 

programs which that disrupt other computer users or which that access private or restricted 176 
portions of the system, or which that damage the software or hardware components of the 177 
system.  Computer users Users must ensure that they do not use programs or utilities that 178 
interfere with other computer users or that modify normally protected or restricted portions 179 
of the system or user accounts.  The use of any unauthorized or destructive program will 180 
result in disciplinary action as provided in this procedure and may further lead to civil or 181 
criminal legal proceedings. [Removed ‘Computer’ to focus on user access.] 182 

 183 
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• Reporting Problems - Any defects discovered in system operations or system 184 
security must be reported promptly to the appropriate system manager so that steps 185 
can be taken to investigate and solve the problem. [Added section on reporting to 186 
clarify user responsibility in reporting problems.] 187 

Usage [Section reorganized; moved ahead of Unauthorized Access for clarity.] 188 
 189 
The College is a non-profit, tax-exempt organization and, as such, is subject to specific 190 
Federal, State, and local laws regarding sources of income, political activities, use of 191 
property, and similar matters. 192 
 193 

• Unlawful Messages - Users may not use electronic communication facilities to 194 
send defamatory, fraudulent, harassing, obscene, threatening, or other messages 195 
that violate applicable Federal, State, or other law or College Board Policies or 196 
Administrative Procedures, or which constitute the unauthorized release of 197 
confidential information.  Users shall not send spam, phishing, or other malicious 198 
messages. [Added to address past needs with Student Services hearings 199 
regarding a ‘student’ posting advertising and other misleading information in 200 
Canvas.]   201 
 202 

• Commercial Usage - Electronic communication facilities must not be used to 203 
transmit commercial or personal advertisements, solicitations, or promotions.  204 
College information resources should not be used for commercial purposes. 205 
Users are reminded that the “.edu” domain has rules restricting or prohibiting 206 
commercial use, and users may not conduct activities not appropriate in the 207 
domain. 208 

 209 
• User Identification - Users shall not send communications or messages 210 

anonymously or without accurately identifying the originating account. 211 

• Political Use - College information resources must not be used for partisan 212 
political activities where prohibited by Federal, State, or other applicable laws.  213 
 214 

• Prohibition of College Resource Use for Political Campaigning - Employees are 215 
prohibited from using College resources, such as email systems, equipment, and 216 
supplies, for political campaigning or to support or oppose any ballot measure or 217 
candidate in any Federal, State, or Local elections.  Users are prohibited from 218 
using College resources for Union activities unless specified in the collective 219 
bargaining agreements. [HR added content] 220 
 221 

• Remote Access - Remote access to sensitive College systems is provided based 222 
on critical business need. The College reserves the right to audit all remote 223 
access client systems and all communications between remote access client 224 
systems and the College network for compliance with all applicable security 225 
requirements. 226 
 227 
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• Information Security Awareness Training - Employees are required to complete 228 
Information Security training. This training is to communicate employee 229 
responsibilities when working with Controlled Unclassified Information as 230 
defined in AP 3721 Information Security. 231 

 232 
Unauthorized Access 233 
 234 
Computer users Users must not seek to gain unauthorized access to information resources 235 
and must not assist any other persons to gain unauthorized access. 236 
 237 
• Abuse of Computing Privileges - Users of College information resources must not access 238 

computers, computer software, computer data, or information, or networks without proper 239 
authorization, or intentionally enable others to do so, regardless of whether the computer, 240 
software, data, information, or network in question is owned by the College. 241 

 242 
• Reporting Problems - Any defects discovered in system accounting or system security must 243 

be reported promptly to the appropriate system manager so that steps can be taken to 244 
investigate and solve the problem. 245 

 246 
• Password Protection - A computer user who has been authorized to use a password-247 

protected account may be subject to both civil and criminal liability if the user discloses the 248 
password or otherwise makes the account available to others without authorization of the 249 
Chief Technology Officer or designee. in violation of Board Policies and Administrative 250 
Procedures if the user discloses the password or the multi-factor authentication that 251 
completes the login requirements for the user or otherwise makes the account 252 
available to others. [Removed ‘account’ and ‘computer’ for clarity.  Added MFA 253 
section since it is part of authentication.  Removed liability section and replaced with 254 
violation of College policies and procedures.] 255 
 256 

• Multi-Factor Authentication - Employees accessing Controlled Unclassified 257 
Information electronically will use a supported Multi-Factor Authentication medium 258 
as defined in AP 3721 Information Security. [Added MFA section and added cross 259 
reference to AP3721.] 260 

 261 
Usage 262 
 263 
Computer users must respect the rights of other computer users.  Attempts to circumvent these 264 
mechanisms in order to gain unauthorized access to the system or to another person’s 265 
information are a violation of College procedure and may violate applicable law.  The College 266 
is a non-profit, tax-exempt organization and, as such, is subject to specific Federal, State and 267 
local laws regarding sources of income, political activities, use of property, and similar matters. 268 
 269 
• Unlawful Messages - Users may not use electronic communication facilities to send 270 

defamatory, fraudulent, harassing, obscene, threatening, or other messages that violate 271 
applicable Federal, State, or other law or College policy, or which constitute the 272 
unauthorized release of confidential information. 273 
 274 
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• Commercial Usage - Electronic communication facilities must not be used to transmit 275 
commercial or personal advertisements, solicitations, or promotions.  Some public 276 
discussion groups have been designated for selling items and may be used appropriately, 277 
according to the stated purpose of the group(s).  College information resources should not 278 
be used for commercial purposes.  Users also are reminded that the “.cc” and “.edu” 279 
domains on the Internet have rules restricting or prohibiting commercial use, and users may 280 
not conduct activities not appropriately within those domains. 281 

 282 
• Information Belonging to Others - Users must not intentionally seek or provide information 283 

on, obtain copies of, or modify data files, programs, or passwords belonging to other users, 284 
without the permission of those other users. 285 

 286 
• User Identification and Rights of Individuals - Users shall not send communications or 287 

messages anonymously or without accurately identifying the originating account or station.  288 
Users must not release any individual’s (student, faculty, and staff) personal information to 289 
anyone without proper authorization from the individual affected. 290 

 291 
• Political Use - College information resources must not be used for partisan political activities 292 

where prohibited by Federal, State, or other applicable laws. 293 
 294 
• Personal Use - College information resources should not be used for personal activities not 295 

related to appropriate College functions, except in a purely incidental manner so long as:  296 
(a) it does not consume more than a trivial amount of system resources; (b) it does not 297 
interfere with the productivity of other campus employees; and (c) it does not pre-empt any 298 
College activity. [Redundant.  Incidental use was described at top of document.] 299 

 300 
• Captioning/Closed Captioning – All video media posted to the College-affiliated Internet or 301 

Intranet must be captioned or sub-titled for the deaf or hard-of-hearing.  Any exceptions 302 
must be approved by a Human Resources accessibility officer. [Removed.  Closed 303 
captioning addressed in AP3450 and AP5142.] 304 

 305 
• Remote Access – Remote access to sensitive College systems is provided by Virtual 306 

Private Network (VPN) based on critical business need.  VPN access may be requested by 307 
completing the VPN request form and obtaining the appropriate approval signatures.  308 
Request for VPN access must be approved by the Chief Technology Officer.  Mt. SAC 309 
reserves the right to audit all VPN client systems and all communications between VPN 310 
client systems and Mt. SAC’s network for compliance with all applicable security 311 
requirements. [Removed VPN access request requirement; statement is a business 312 
process.] 313 

 314 
 315 
Information Security Awareness Training 316 
 317 
Employees with access to sensitive information are required to complete Information Security 318 
training.  Training must be completed within 30 days of assignment and is mandatory upon hire 319 
and annually thereafter.  This training is to communicate employee responsibilities when 320 
working with Controlled Unclassified Information as defined in AP 3721.  The Information 321 
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Security Awareness training program is subject to revision by the Chief Technology Officer or 322 
their designee. [Removed verbiage that is covered in AP3721.] 323 
 324 
Multi-Factor Authentication 325 
 326 
Employees accessing sensitive Controlled Unclassified Information digitally will use Multi-327 
Factor Authentication.  Multi-Factor Authentication increases account security by requiring a 328 
username and password (what you know) and verified access to a registered device (what you 329 
have).  Multi-Factor Authentication controls are subject to revision by the Chief Technology 330 
Officer of their designee. 331 
 332 
Employee Email Accounts 333 
 334 
All Mt. San Antonio College-related email communications must be conducted using an a 335 
College-assigned email address assigned by the College.  This restriction is necessary 336 
because email originating at the College may contain proprietary information regarding 337 
students, staff, or internal College business.  The College is responsible for the security of this 338 
information and cannot assume that other email providers will provide adequate levels of data 339 
backup, security, and virus protection.  Therefore, Forwarding of email from a Mt. San Antonio 340 
College email address to a non Mt. San Antonio College email address is not authorized or 341 
allowed.  Users may not configure any email program or service to use an automated process 342 
for forwarding Mt. San Antonio College email to any other email address.  Email is subject to 343 
a three-year retention retention period per AP 3310.  Emails in the inbox, sent, draft, 344 
junk, and all other folders are permanently deleted and not recoverable. [Reference to 345 
AP3310 and notation of email data classification plus its transitory nature.] 346 
 347 
Student Email Accounts 348 
 349 
Email services are available for students to support learning and for communication by and 350 
between the College and themselves.  The services are provided only while a student is 351 
enrolled in the College.  Recognizing that students often pause for a term or intersession and 352 
then continue their education at Mt. SAC, student accounts will be discontinued only after a 353 
student has not registered for enrollment for four consecutive terms (approximately one year).  354 
Once a student is no longer enrolled at the College, access to the account will be removed and 355 
the content deleted.  If a student re-applies at the College, their email address will be 356 
reactivated with an empty mailbox. 357 
 358 
Student email users are advised that electronic data (and communications using the College 359 
network for transmission or storage) may be reviewed and/or accessed in accordance with 360 
College policy.  The College has the authority to access and inspect the contents of any 361 
equipment, files, or email on its electronic systems. 362 
 363 
Student System Access Accounts 364 
 365 
Systems’ use shall not be in violation of State or Federal laws, or in violation of existing 366 
Terms of Service agreements with the College’s service providers. [Added to cover use 367 
of externally hosted systems and service providers.] 368 
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 369 
Student system access, including email services, is available to students, provided it 370 
adheres to the guidelines under Integrity of Information Resources and Usage that are 371 
not explicitly intended for employees.  The services are provided only while a student is 372 
enrolled in the College. [Section added to address the need to be an active enrolled 373 
student primarily driven by cost prohibitive Google storage costs.] 374 
 375 
Access to Mt. SAC electronic systems such as the College portal are available for students to 376 
support registration and other academic and business services.  Recognizing that students 377 
often stop out pause for a term or intersession and then continue their education at Mt. SAC, 378 
student system access accounts will be discontinued only after a student has not registered 379 
for enrollment for four consecutive terms (approximately one year).  Once a student is no longer 380 
enrolled at the College, access to College electronic systems the account will be removed 381 
and the content deleted.  If a student re-applies at the College, their system access account 382 
will be reactivated and include an empty email box. 383 
 384 
Social Media Definition 385 
 386 
Social networking includes networking sites that communicate via the Internet and networking 387 
sites that use SMS text or mobile technologies. All genres of social networking sites or media 388 
will be referred to below as social media.  Currently, popular examples of social media include 389 
Facebook, Twitter and similar utilities, sites, and/or resources. 390 
 391 
Social Media Responsibility 392 
 393 
College employees are responsible for the content they post to social media.  The College will 394 
neither indemnify employees for anything they write on social media nor restrict employee 395 
speech on social media not associated with the College.  Social media officially affiliated with 396 
the College or used by employees to enhance instruction is subject to the following procedures: 397 
 398 
• College Coursework - Faculty utilizing social media to enhance instruction are responsible 399 

as the site administrator for said media. 400 
 401 
• College Departments - Social media for a College department requires prior approval from 402 

the department administrator.  An email or written proposal or approval will suffice.  Social 403 
media for College departments will have a minimum of two site administrators assigned.  If 404 
a site administrator leaves the College, the department administrator will assign another in 405 
their place and the account password will be changed. 406 

 407 
• College Clubs and Organizations - Social media for College clubs and organizations cannot 408 

be affiliated with the College without prior approval from the College club sponsor/advisor 409 
or other College employee.  Social media for College clubs and organizations should have 410 
two site administrators of which at least one is a College employee.  Those site 411 
administrators can optionally authorize and assign student site administrator(s) and revoke 412 
those privileges if the student site administrator(s) is not acting in accordance with these 413 
procedures. 414 

 415 
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The site administrator(s) shall post their name(s) and a contact method prominently on the site 416 
and shall check their pages regularly for prohibited content.  Examples of content prohibited 417 
from social media officially affiliated with Mt. SAC and, if possible, should be removed by the 418 
site administrator upon discovery, are: 419 
 420 
• derogatory language that can reasonably be interpreted as harassing or threatening any 421 

third party; 422 
 423 
• language or images encouraging or depicting sexual harassment, vandalism, stalking, 424 

drinking, drug use, criminal activity, or other behavior prohibited by the Student Standards 425 
of Conduct; 426 

 427 
• content that violates State or Federal law including online gambling and the use (without 428 

documented, written permission) of copyrighted material; 429 
 430 
• information that is obviously libelous; and 431 
 432 
• pornography or patently obscene material, as defined by law. 433 
 434 
Nondiscrimination 435 
 436 
All users have the right to be free from any conduct connected with the use of the Mt. San 437 
Antonio College network and computer resources which discriminates against any person on 438 
the basis of Board Policy 3410.  No user shall use the College network and computer resources 439 
to transmit any message, create any communication of any kind, or store information which 440 
violates any College procedure regarding discrimination or harassment, or which is defamatory 441 
or obscene, or which constitutes the unauthorized release of confidential information. 442 
[Redundant.  Removed section that belongs in BP/AP 3410.] 443 
 444 
Dissemination and User Acknowledgment 445 
 446 
All users shall be provided with a copy of these Procedures and be directed to familiarize 447 
themselves with them. 448 
 449 
All employees shall submit a signed agreement to the terms of use outlined in this 450 
Administrative Procedure.  A notice addressing these procedures shall be presented at 451 
the login screen of the College-wide authentication portal.  The notice shall appear prior 452 
to accessing all portal applications.  Accessing College computing resources implies 453 
acknowledgement, acceptance, and agreement to these procedures. [Added for clarity.  454 
Removed signature page.  Removed signature requirement for students.  Specifically 455 
requires employees to sign and agree to policy for system access.] 456 
  457 
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Appendix A:  Selected Examples of Unacceptable Use 458 
 459 
 460 

• Revealing passwords to others or allowing someone else to use one’s account; 461 
 462 
• Utilizing network or system ID numbers/names that are not assigned for one's specific use 463 

on the designated system; 464 
 465 
• Attempting to authorize, delete, or alter files or systems not created by oneself without 466 

authorization from the Chief Technology Officer or his/her designee; 467 
 468 
• Not complying with requests from designated personnel to discontinue activities that 469 

threaten the integrity of computing resources; 470 
 471 
• Attempting to defeat data protection schemes or to uncover security vulnerabilities; 472 
 473 
• Registering a Mt. San Antonio College IP address with any other domain name; 474 
 475 
• Unauthorized network scanning or attempts to intercept network traffic including the use of 476 

unauthorized wireless Access Points or similar devices; 477 
 478 
• Malicious disruptions such as intentionally introducing a computer virus to the campus 479 

network; 480 
 481 
• Harassing or threatening other users of the campus network; and 482 
 483 
• Connecting unauthorized equipment directly to the campus network.  (Devices such as 484 

PDAs, printers, and USB drives that connect to a computer and not directly to the network 485 
are acceptable.) 486 

 487 
 488 
[Removed Appendix A for clarity; document focus is acceptable use.  References to 489 
legacy technologies; removed.] 490 
  491 
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AP 3720 Signature Page:  Dissemination and User Acknowledgment 492 
 493 
 494 

All users shall be provided copies of AP 3720 and shall be responsible for adhering to its 495 
content.  Signed agreement is required by all employees to receive system access accounts 496 
and utilize the College technology systems and tools. 497 
 498 
The provisions and terms of AP 3720 constitute an agreement between the College and 499 
employee as to their agreed-upon rights and duties as such relate to the utilization of the 500 
College technology systems and tools.  These terms are subject to change only upon mutual 501 
written agreement between the College and the respective constituent groups.  The College 502 
shall make the current version of this document available at http://infosecurity.mtsac.edu.  All 503 
parties are put on notice that a violation of the above terms and provisions may result in civil, 504 
criminal, or other administrative action including the reporting of such activity to the appropriate 505 
authorities as required by law, up to and including, but not limited to, loss of information 506 
resources privileges; disciplinary suspension or termination from employment or expulsion; 507 
and/or civil or criminal legal action. 508 
 509 
As an employee of Mt. San Antonio College, I certify that I have read and have received a copy 510 
of this Agreement (AP 3720). 511 
 512 
 513 
 514 
 515 
Name:  ___________________________ 516 
  Print Name 517 
 518 
 519 
Name:  ____________________________   Date:  __________________ 520 
  Signature 521 
 522 
 523 
[Removed for clarity and focus as an acceptable use document.  User agreement 524 
statement is in section titled ‘Dissemination and User Acknowledgment.’] 525 
 526 
 527 
Revised:  March 27, 2013 528 
Reviewed:  May 6, 2014 529 
Reviewed:  December 16, 2014 530 
Reviewed:  June 9, 2015 531 
Reviewed:  May 10, 2016 532 
Reviewed:  October 2017 533 
Revised:  May 25, 2022 534 
 535 
 536 

http://infosecurity.mtsac.edu/
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