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Chapter 3 - General Institution

AP 3720
Aeeeptable—Use—Ag#eement Acceptable Use of Technoloqv and
Information Resources [Title change to apply to all users as opposed
to employees only.]

References:

Education-Code-Section70902; Government Code Section 3543.1 subdivision (b);
U S.C§101et seg{Copyright-Act); Penal Code Section 502; Cal. Const., Art. 1
Section 1; 15 U.S. Code Sections 6801 et seq.; 17 U.S. Code Sections 101 et seq.;
16 Code of Federal Regulations Parts 314.1 et seq.; Federal Rules of Civil

Procedure Rules 16 26 33, 34 37, 45Aeadem4e8enate—fer—@ah£epma—eemmemy

The College’s technology systems resources, including but not limited to software,
hardware, and data, and-tools are the sole property of Mt. San Antonio College. They may
not be used by any person without the proper authorization of the College. The technology
systems and-toels resources are for College instructional and work-related purposes. College
information _resources should not be used for personal activities not related to
appropriate College functions, except in a purely incidental manner so long as: (a) it
does not consume more than a trivial amount of system resources; (b) it does not
interfere with the productivity of other campus employees; and (c) it does not pre-empt
any College activity. [Changed ‘District’ to College’. Incidental use statement added by
IT and edited for clarity by HR.]

This procedure applies to all Mt. San Antonio College students, faculty, and staff and to others
granted use of College information resources. This procedure refers to all College information
resources whether individually controlled or shared, stand-alone, or networked. It applies to
all computer and computer communication facilities owned, leased, operated, or contracted by
the College. This includes, but is not limited to, personal eemputers devices when used to
access College information resources, workstations; and associated peripherals, email,
websites, and software, and information resources, regardless of whether used for
administration, research, teaching, or other purposes. [Updated language to cover all data
irrespective of device, method, or modality of access.]

Privacy

The College recognizes the privacy interests of faculty and staff and their rights to
freedom of speech, participatory governance, and academic freedom, as well as their
rights to engage in protected union and concerted activity. However, both the nature of
electronic communication and the public character of College business make electronic
communication less private than many users anticipate. In _addition, the College
Network may be subject to access by both internal and external users. For these
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reasons, there are virtually no online activities or services that quarantee an absolute
right of privacy, and therefore, the College Network is not to be relied upon as
confidential or private. [Added ‘Privacy’ section to clarify that there is no guarantee of

privacy.

[Removed and replaced with ‘Privacy’ and ‘Nondiscrimination’ paragraphs below]

Nondiscrimination

All users have the right to be free from any conduct connected with the use of the Mt.
San Antonio College network and computer resources that discriminates against any
person on the basis of protected characteristics under Board Policy 3410. No user shall
use the College network and computer resources to transmit any message, create any
communication of any kind, or store information that violates any College procedure
regarding discrimination or harassment, or that is defamatory or obscene, or that
constitutes the unauthorized release of confidential information. [‘Nondiscrimination’
section added by HR due to past issues with harassment through digital means
including but not limited to email.]

Legal Process
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Technoloqy users will comply with all Board Policies and Administrative Procedures for

any specific set of resources to which access has been granted.

Users of College technology systems resources and-teeols should also be aware of items such
as the following:

Possibility of Disclosure - Users must be aware of the possibility of unintended disclosure
of communications.

Retrieval - It is possible for information entered on or transmitted via computer and
communications systems to be retrieved, even if a user has deleted such
information. [Content from College of the Canyons AB 3720.]

Public Records - The California Public Records Act (Government Code Sections 6250 et
seq.) includes computer transmissions in the definition of “public record,” and nonexempt
electronic communications made on the-Cellege-network-and-computers any technology
medium, College-owned or personal, must be disclosed if requested by a member of the
public. Refer to AP 3300 Public Records. [Content from College of the Canyons AB
3720. Added reference to Mt. SAC AP 3300.]

Litigation - Cemputer Electronic transmissions may be discoverable in litigation.

College Rights — The College may access user files or suspend services without
notice: 1) to protect the integrity of electronic systems; 2) under time-dependent,
critical operational circumstances; 3) as required by and consistent with the law; or
4) when it is reasonable to believe that violations of law or College policy or
procedures have occurred. In such cases of access without notice, data or
information acquired may be used to initiate or extend an investigation related to the
initial cause or _as required by law or Board Policy. [Content from College of the
Canyons AP 3720.]

Copyrights and Licenses

Computerusers Users must respect copyrights and licenses te for software and other online
information.

Copying - Software protected by copyright may not be copied except as expressly permitted
by the owner of the copyright or otherwise permitted by copyright law. Protected software
may not be copied into, from, or by any College facility or system, except pursuant to a valid
license or as otherwise permitted by copyright law.
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purchase—contract. [Removed ‘Number of Simultaneous Users’ section that is in the
baseline CCLC document.]

» Copyrights - In addition to software, all other copyrighted information (text, images, icons,
programs, etc.) retrieved from computer or network resources, including the Internet, must
be used in conformance with applicable copyright and other laws. Work deemed protected
under Section 107 of the Copyright Act of 1976 (“Fair Use”) shall be documented as having
satisfied the four-factor test.

Integrity of Information Resources

Computerusers Users must respect the integrity of computer-based-information technology

resources.

« User ID is the Immutable Key — Every user with access to Mt. SAC information resources
is assigned a user ID (e.g., jsmith123). This User ID is the immutable key and cannot be
changed by IT. A user may update their preferred chosen name and display nhame using
the Portal, but the user ID will not be updated or changed. Employees may request an
email alias that corresponds with their legal name and/or preferred chosen name, with
approval from HR and IT, but the user ID used for login will not be updated or changed. [HR
replaced ‘preferred’ name with ‘chosen’ name.]

. Modification or Removal of Equipment - Cemputerusers Users must not attempt to modify

or remove computer equipment, software, or peripherals that-are-owned-by-others without
proper authorization by IT. [Removed ‘Computer’ to focus on user and user access].

. Unauthorized Use - Computerusers Users must not interfere with others’ access and use
of the College computers technology resources. This includes, but is not limited to:, the

sendlng of excesswe messages elther IocaIIy or off-campus %n%mg—e*eessreeplesref

alfeemaiwes—are—knemq—by—the—user—te—be—avanableu using unsupported software

applications or hardware; unauthorized modification of system facilities, operating
systems, or disk partitions; attempting to crash or tie up a College computer-ornetwork
electronic resources; installing-or-connecting-unauthorized-equipment; and disrupting,
damaging, or vandalizing College computing facilities, equipment, software, or computer
files. [Updated for clarity. Added unsupported software and hardware.]

« Unauthorized Programs - Cemputerusers Users must not intentionally develop or use
programs which that disrupt other eemputer users or which that access private or restricted
portions of the system, or which that damage the software or hardware components of the
system. GCemputerusers Users must ensure that they do not use programs or utilities that
interfere with other eomputer users or that modify normally protected or restricted portions
of the system or user accounts. The use of any unauthorized or destructive program will
result in disciplinary action as provided in this procedure and may further lead to civil or
criminal legal proceedings. [Removed ‘Computer’ to focus on user access.]
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. Reporting Problems - Any defects discovered in system operations or system
security must be reported promptly to the appropriate system manager so that steps
can be taken to investigate and solve the problem. [Added section on reporting to
clarify user responsibility in reporting problems.]

Usage [Section reorganized; moved ahead of Unauthorized Access for clarity.]

The College is a non-profit, tax-exempt organization and, as such, is subject to specific
Federal, State, and local laws regarding sources of income, political activities, use of
property, and similar matters.

o« Unlawful Messages - Users may not use electronic communication facilities to
send defamatory, fraudulent, harassing, obscene, threatening, or other messages
that violate applicable Federal, State, or other law or College Board Policies or
Administrative Procedures, or which constitute the unauthorized release of
confidential information. Users shall not send spam, phishing, or other malicious
messages. [Added to address past needs with Student Services hearings
regarding a ‘student’ posting advertising and other misleading information in
Canvas.]

« Commercial Usage - Electronic communication facilities must not be used to
transmit commercial or personal advertisements, solicitations, or promotions.
College information resources should not be used for commercial purposes.
Users are reminded that the “.edu” domain has rules restricting or prohibiting
commercial use, and users may not conduct activities not appropriate in the
domain.

o User Identification - Users shall not send communications or messages
anonymously or without accurately identifying the originating account.

o« Political Use - College information resources must not be used for partisan
political activities where prohibited by Federal, State, or other applicable laws.

o Prohibition of College Resource Use for Political Campaigning - Employees are
prohibited from using College resources, such as email systems, equipment, and
supplies, for political campaigning or to support or oppose any ballot measure or
candidate in any Federal, State, or Local elections. Users are prohibited from
using College resources for Union activities unless specified in the collective
bargaining agreements. [HR added content]

« Remote Access - Remote access to sensitive College systems is provided based
on critical business need. The College reserves the right to audit all remote
access client systems and all communications between remote access client
systems and the College network for compliance with all applicable security
requirements.

Page 5 of 12



228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274

« Information Security Awareness Training - Employees are required to complete
Information Security training. This training is to communicate employee
responsibilities when working with Controlled Unclassified Information as
defined in AP 3721 Information Security.

Unauthorized Access

Computerusers Users must not seek to gain unauthorized access to information resources
and must not assist any other persons to gain unauthorized access.

. Abuse of Computing Privileges - Users of College information resources must not access

computers, computer software, computer data, er information, or networks without proper
authorization, or intentionally enable others to do so, regardless of whether the computer,
software, data, information, or network in question is owned by the College.

. Password Protection - A eemputer user who has been authorized to use a password-

protected account may be &@eeHeJaethew—and—eﬂn%naHeth%y—ﬁhe—ueeedﬁeleses—the
thﬂeehnelegy—@#ﬁeer—epeesrgnee in V|olat|on of Board Pollcles and Admmlstratlve

Procedures if the user discloses the password or the multi-factor authentication that
completes the login requirements for the user or otherwise makes the account
available to others. [Removed ‘account’ and ‘computer’ for clarity. Added MFA
section since it is part of authentication. Removed liability section and replaced with
violation of College policies and procedures.]

. Multi-Factor Authentication - Employees accessing Controlled Unclassified
Information electronically will use a supported Multi-Factor Authentication medium
as defined in AP 3721 Information Security. [Added MFA section and added cross
reference to AP3721.]
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reqe#ements [Removed VPN access request requwement statement is a busmess
process.]

Information Security Awareness Training

Employees Mthaeeess%sen&thf&mfemmnen are requwed to complete Informatlon Securlty
training.

a-ﬂd—a-H-FtHa-”y—HDreFeaﬁel'— Thls tralnlng is to communlcate employee responS|b|I|t|es when
working with Controlled Unclassified Information as defined in AP 3721. The-Information
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Employee Email Accounts

All Mt—San-Antenio College-related email communications must be conducted using an a
College-assigned email address assigned-by-theCeollege. This restriction is necessary
because email originating at the College may contain proprietary information regarding

students staff, or internal College busmess Ihe@elleg&&respen&bleieﬁheseeun%yeﬁhs

baekup—seeumy—ané—kus—pmteenen—?heﬁefe#e— Forwardlng of emall from a Mt. San Antonlo
College email address to-a-rhon-Mt—San-Antonio-College-email-address is not authorized or

allowed. Users may not configure any email program or service to use an automated process
for forwarding Mt. San Antonio College email to any other email address. Email is subject to
a three-year retention retention period per AP 3310. Emails in the inbox, sent, draft,
junk, and all other folders are permanently deleted and not recoverable. [Reference to
AP3310 and notation of email data classification plus its transitory nature.]

Student System Access Accounts

Systems’ use shall not be in violation of State or Federal laws, or in violation of existing
Terms of Service agreements with the College’s service providers. [Added to cover use
of externally hosted systems and service providers.]
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Student system access, including email services, is available to students, provided it
adheres to the quidelines under Integrity of Information Resources and Usage that are
not explicitly intended for employees. The services are provided only while a student is
enrolled in the College. [Section added to address the need to be an active enrolled

student primarily driven by cost prohibitive Google storage costs.]

s&ppeﬁ—mg%#aﬂen—and—e%he#aeademm—and—busmess—seﬁqees— Recognlzmg that students

often stop-eut pause for a term or intersession and then continue their education at Mt. SAC,
student system-aceess accounts will be discontinued only after a student has not registered
forenrollment for four consecutive terms (approximately one year). Once a student is no longer
enrolled at the College, access to College-electronic-systems the account will be removed
and the content deleted. If a student re-applies at the College, their system-aceess account
will be reactivated and include an empty email box.
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Dissemination and User Acknowledgment

All users shall be provided with a copy of these Procedures and be directed to familiarize
themselves with them.

All employees shall submit a signed agreement to the terms of use outlined in this
Administrative Procedure. A notice addressing these procedures shall be presented at
the login screen of the College-wide authentication portal. The notice shall appear prior
to accessing all portal applications. Accessing College computing resources implies
acknowledgement, acceptance, and agreement to these procedures. [Added for clarity.
Removed signature page. Removed signature requirement for students. Specifically
requires employees to sign and agree to policy for system access.]

Page 10 of 12



458
459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491

[Removed Appendix A for clarity; document focus is acceptable use. References to
legacy technologies; removed.]
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[Removed for clarity and focus as an acceptable use document. User agreement
statement is in section titled ‘Dissemination and User Acknowledgment.’]

Revised: March 27, 2013
Reviewed: May 6, 2014
Reviewed: December 16, 2014
Reviewed: June 9, 2015
Reviewed: May 10, 2016
Reviewed: October 2017
Revised: May 25, 2022
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