
  MEMORANDUM 
 December 5, 2022 

 DII 22-300-05 | Via Email 

Chancellor’s Office, Digital Innovation and Infrastructure  
1102 Q Street, Sacramento, CA 95811 | 916.445.8752 | www.cccco.edu 

TO:  Chief Executive Officers 
Chief Information System Officers 
Chief Business Officers 

 
FROM: Valerie Lundy-Wagner, PhD 

Vice Chancellor, Digital Innovation and Infrastructure  

RE:  FY 22-23 December Cybersecurity Information Updates  

 

 

Background

http://www.californiacommunitycolleges.cccco.edu/
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Overview of Cybersecurity Self-assessment Findings 

 

https://www.cccco.edu/-/media/CCCCO-Website/Files/DII/dii2220001fy2223cybersecurityselfassessmentsab178a11y.pdf
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Information Security Training 

your employees are your best defense against 

cyberattacks, and

. 

webpage 

 

 

Decommission End-of-Life Operating Systems and Infrastructure 

https://hbr.org/2021/08/your-employees-are-your-best-defense-against-cyberattacks
https://hbr.org/2021/08/your-employees-are-your-best-defense-against-cyberattacks
https://visionresourcecenter.cccco.edu/
https://cccsecuritycenter.org/policy/policy-templates
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Third-Party Risk Management Support 

here.  

 

Local IT Staffing and Security Operations Center  

https://library.educause.edu/resources/2020/4/higher-education-community-vendor-assessment-toolkit
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Bi-Annual Cybersecurity Remediation Reports 

, DII 22-300-03: September 2022 Cybersecurity Strategy Updates.  

 

 

 

 

(sheath@cccco.edu).  

 

https://www.cccco.edu/-/media/CCCCO-Website/Files/dii-22-300-03-september-2022-cybersecurity-strategy-updates-a11y.pdf
mailto:sheath@cccco.edu
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Triennial Security Review and Penetration Testing  

 

Fraud Monitoring and Mitigation  

 

mailto:gbird@cccco.edu
mailto:sheath@cccco.edu
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Summary of Key AB 178 Milestones (as of December 2, 2022) 

Key AB 178 Milestones Timeline/Deadline 

Monthly Fraud Reporting (by college) Ongoing, due by the 10th of each month 

Cybersecurity Self-Assessment due September 30, 2022 

Chancellor’s Office review of self-assessments 

and engagement with DII participatory 

governance groups and key stakeholders 

October and November 2022 

Allocation strategy updates December 2022  

Bi-annual remediation updates due January 15, 2023 January 20, 2023 

Allocation of FY22-23 IT and Data Security funds  
At latest February 2023 (First Principal 

Apportionment, or P1)  
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Bi-annual remediation updates due July 30, 2023 

FY23-24 Cybersecurity Self-Assessment released August 2023 (Anticipated) 

 

 

Security Upgrades for CCCApply and Quality Online Education  
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https://www.cccco.edu/About-Us/Chancellors-Office/Divisions/Institutional-Effectiveness/Institutional-Effectiveness-Partnership-Initiative/Partnership-Resource-Teams/Serve-on-a-PRT
https://www.cccco.edu/About-Us/Chancellors-Office/Divisions/Institutional-Effectiveness/Institutional-Effectiveness-Partnership-Initiative/Partnership-Resource-Teams/Serve-on-a-PRT
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vlundywagner@cccco.edu.  

mailto:vlundywagner@cccco.edu

