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As California schools hurry to implement distance learning plans for students at 
home during the coronavirus pandemic, many are facing new questions about 
how to protect student data privacy as they shift to online education. Here’s 
what parents, educators and students need to know: 

What privacy laws apply to California students? 
In 2014, California passed the Student Online Personal Information Protection 
Act, which prohibits companies providing online services for K-12 schools and 
students from selling student data or using that information to advertise to 
students. It also requires that companies delete student data if a school or district 
requests it. 
That law aligned with federal student privacy laws, including the Children’s 
Online Privacy Act, which applies to online businesses that sell products or 
services for children. Enacted in 1998, the law requires a website or mobile app 
to obtain parental consent before it can collect personal information about 
children under 13. It also requires the site or app to disclose their data collection 
practices, such as in an online privacy policy. 

The new California Consumer Privacy Act applies to data collected by non-
education apps that teachers might use during the pandemic, such as Zoom. The 
law extends requirements for collecting, selling and deleting personal 
information to companies providing all types of services — not just those that 
are aimed at children. It also requires those companies to obtain a parent’s 
permission before selling personal data of a child under 13. Teens between the 
ages of 13 and 16 can give consent themselves. 

https://edsource.org/author/sjohnson
https://leginfo.legislature.ca.gov/faces/billAnalysisClient.xhtml?bill_id=201320140SB1177
https://leginfo.legislature.ca.gov/faces/billAnalysisClient.xhtml?bill_id=201320140SB1177
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule


The new consumer privacy act lists education records, as defined under the 
federal Family Educational Rights and Privacy Act, as personal information and 
gives students over 16 in high school and college the right to opt out of the sale 
of their data. 
Can teachers use video with students if teaching remotely? 

Yes — but be careful. There generally aren’t privacy issues with a teacher 
giving a video lesson. And it can be comforting for some students and easier to 
learn from a familiar face on screen rather than a recorded voice or worksheet. 

But schools can run into problems if teachers or students record or snap photos 
of the virtual classroom. 

“Think back to when you were in high school and imagine the most 
embarrassing thing that happened to you in a classroom,” said Bill Fitzgerald, a 
Consumer Reports privacy researcher. “Now imagine a recording of that being 
made and shared in a format that potentially ensures it will live there forever.” 

A safe alternative is for teachers to stick to a lecture or short video lessons and 
don’t record the parts that involve students if possible, said Amelia Vance, 
director of education privacy at the Future of Privacy Forum, a nonprofit think 
tank that focuses on data privacy. 

Fitzgerald suggests strategies like student-led research or one-on-one check-ins 
with a teacher and student that don’t require a class to attend a video meeting. 

Can teachers share photos of virtual classes online?  

No, Vance said. Photos of students, as well as their names, which often appear 
on their video in a video conference platform, are personal information and 
privacy laws apply, she said. 

How do teachers prevent inappropriate screen shares or Zoombombing? 

One of the simplest ways to avoid unwanted video guests or screen shares, now 
commonly referred to as Zoombombing, is by using the security settings that are 
available to those who are hosts in a meeting. Those settings include who can 
determine who has access to the meeting and who can control the screen. 

https://www2.ed.gov/ferpa


To keep uninvited attendees out, teachers can check to see if their video service 
allows for password-protected meetings so others can’t join in if they find (or 
guess) the meeting ID number. Zoom recently updated its video settings to 
require a password by default to enter a meeting. The password settings are 
locked for free K-12 education Zoom accounts and cannot be turned off. 

Another important tip: Schools should set expectations early, such as making it 
clear that using a cell phone to take a video of an in-class video session is a 
violation of school policy. 

How can I check if the tools being used by a school will protect students’ 
data privacy? 

Teachers should try to stick to education technology products that districts have 
vetted for privacy already, Vance said. If that’s not possible, companies that 
collect personally identifiable information — such as email addresses, Social 
Security numbers, or education records — must have a public-facing privacy 
policy that users can review. 

When using tools like Zoom, teachers should avoid creating consumer accounts 
and instead open an education account, which has a different privacy policy for 
student data. Zoom handles personal data of K-12 school accounts differently 
than basic accounts, but says both privacy policies are compliant with privacy 
laws. 

“Educators who sign up separately from the education product are subjecting 
themselves and the students to the normal policy,” Vance said. “A lot of virtual 
classrooms are being created where we don’t know how the data is being shared 
or sold or other things that are highly regulated under student privacy laws.” 

Common Sense Media also publishes free reviews of education and children’s 
apps with ratings on how well a company’s privacy policy aligns with federal 
and state student data privacy laws, as well as how transparent and strong the 
policy is. 
The California County Superintendents Educational Services Association has 
created a sample checklist and other guidance for school districts on complying 
with the student online privacy laws. 
How can parents ask companies to delete or stop selling their child’s data? 

https://support.zoom.us/hc/en-us/articles/360041408732-April-2020-Setting-updates-for-free-accounts-and-single-Pro-users
https://zoom.us/docs/en-us/childrens-privacy.html
https://zoom.us/docs/en-us/childrens-privacy.html
https://zoom.us/docs/en-us/childrens-privacy.html
https://www.commonsense.org/education/search?contentType=reviews&page=1&limit=25&includeFacets=true&search=
https://www.f3law.com/downloads/COMPLETE%20Privacy%20Guidebook%2009_10_15.pdf


In California, companies are required to offer at least two ways for consumers to 
request to know what data companies collect about them, ask for it to be deleted 
and opt out of the sale of their data for users over 16. Options might include a 
“Do Not Sell My Info” link on a business’ website, a toll-free number or a direct 
email address. 

Common Sense Media has forms for parents and consumers to ask companies to 
stop selling their or their children’s data. 

If a third-party education company stores student data in the cloud, parents 
should contact the school or district to make a request to the vendor to delete 
student data. 

What are some limitations in California’s privacy laws?  

While compliance with privacy policies is important, Fitzgerald said it’s “the 
lowest bar” to ensuring students have a safe and meaningful learning 
experience. “A company can be fully compliant and still not do great things 
with data,” such as collecting and storing non-essential information about users. 

Another issue is simply raising awareness of the rights that California parents 
and students have regarding their data. Some may not know it is up to a user to 
request that their information be deleted or to request their data to stop being 
sold if the user is over 16. Another issue is that opting out can be a burden, as 
most students and families use a number of different apps and digital tools they 
would have to contact individually. 

“The privacy concerns are real,” Fitzgerald said. “But they are embedded in a 
larger series of questions of what we want school to be and what we want 
learning to look like and how we care for students in a time that’s difficult.” 
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https://commonsensemedia.org/sites/default/files/uploads/pdfs/blank_parental_request.pdf?te=1&nl=california-today&emc=edit_ca_20200103?campaign_id=49&instance_id=14938&segment_id=20022&user_id=efc988cc2ef49690833c79634df7c98c&regi_id=9496505920200103
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https://edsource.org/author/sjohnson
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