
ILJ 8 Attack simulation training - Mic x + 
i"'J https://secu rity.microsoft.com/attacksimulator?viewid=overview&tid=cc4d4bf2-0a9e-4240-aede-a7d1d688f935 C 

Microsoft 365 Defender fp Search-
X 

staff covid-19 payroll adjustment canned phish 
Social Engineering . Credential Harvest Delivery Platform : Email 

Status 

II Completed 
Launch Date 

9/14/2022, 3:23:14 PM 
End Date 

9/23/2022, 3:23:14 PM 
Training Due Date 

9/30/2022, 3:23:14 PM 
Target Users 

5851 

■ 
Simulation Impact Payloads 

1 payload used 

All User Activity 

164 of 5851 164 of 5851 users compromised by entering credentials 
Compromised Successfully Delivered Email S,851/5,851 • 

Reported Email 367/5,851

Email link Clicked 372/5,851 

Credentials Supplied 164/5,851 ,.,

Payload Name Type 

(OVID 19 payroll adjustment Global -■ Entered credentials ■ Did not enter credentials -
View users -
Notifications activity Training Completion Recommended Actions 

11 Improvement Actions 

Rank Improvement Action Secure Score Impact 

Require MFA for administrative roles 50 

Turn on sign-in risk policy 30 

Turn on user risk policy 30 

130 of 372 users completed training Not ificat ion type Delivery status Delivery preferences 

Mass Market Phishing 118/372 
Positive reinforcement notification 367 /367 0 Immediately 

Web Ph ishing 76/164 

https://security.microsoft.com/attacksimulator?viewid=overview&tid=cc4d4bf2-0a9e-4240-aede-a7d1d688f935

