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Attendees: Jeff Holden, Darwin Macatiag, Joseph Moreau, Kevin Riley, Jim Clark, 

Teeje Jamison, Dave Fuhrmann, Dan Borges, Robert Butler, Jim Temple, Tim Ryan, 

Javier Carcano, Allan Garrett, Tim Nguyen, Cliff Sharp, Bill Elbettar, Tom Sheridan, 

Brigette Bucke, Tom Betten?, and Mark Henderson    

    

Call to Order: 

Jeff called the meeting to order at 10:30 am.  

 

Minutes: 

The minutes for November 19, 2013 were corrected to reflect the attendance of Tim 

Nguyen and Cliff Sharp; and a next meeting date of January 16, 2014.  With those 

corrections, the minutes were approved by the committee. 

 

Review of Documents Posted on Google Groups: 

In order to review and edit documents in the Google Groups, committee members will 

need to have a Google address.  Jim Clark will add Google accounts whether personal or 

professional, for committee members who send their information to him. 

Last night Jeff converted the documents that were posted on the Google Group to 

GoogleDocs, so that committee members will now be able to make revisions and edits.  

He will also set up a section for ISAC on the CCC Security Center website in the near 

future. 

Tim Ryan wanted to know how committee members should proceed with next steps at 

their individual colleges.  Should they adopt the guidelines with the appropriate name 

changes for their campus?  Jeff agreed that the intention was for each campus to go 

through the process of getting buy-in and approval at his or her college.  ISAC has 

reviewed the documents, but individual campuses will still need to approve them.  Even 

if campuses are not yet following the policies, the intention is to move toward 

implementing them and getting approval demonstrates that. 

Several members noted that it can be difficult to get administrative support since other 

colleges have not yet approved new policies and guidelines.  Jeff agreed noting that these 

standards show how to implement a security management system and what best practices 

need to be developed.  Coast Community College District found that the modified South 

Orange documents were well received by the District and they are making forward 

progress in getting them approved.  Having the policies in place will be helpful to them in 

applying for a grant to fund the implementation of an AA Degree in Cyber Security on 

their campuses. 

Jeff will look for a Social Media Policy to use as a starting point for discussion, and 

asked if any campuses have a good document for Incident Handling.  Tim Ryan has an 

Incident Response Plan that hasn’t been reviewed or approved by anyone else, but it 

works well for their campus.  Members wanted to better define what qualifies as an 
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“incident.”  Do spear phishing attacks need to be documented as an incident?  Obviously 

Target recently had an incident, but other lesser situations do not seem to be as clear.  

One campus had an internal bot attack that overwhelmed some of the intermediary 

routers; that was definitely an incident, but is it an incident if someone clicks on an 

email?  Another member noted that a virus resulted in something going out on a staff 

computer, not connected to the core server; was that an incident?  It is clear that it would 

be helpful to define the difference between an incident and a data breach.  Jeff noted that 

according to SB 1386 Breach Law; if there is a potential data loss, it is a reportable 

incident.  Therefore, if a server that contained PII was affected, it is a reportable incident. 

A question was asked about a Legal Services Update effective January 1st that references 

the Information Practices Act but has vague language referring to “account number.”  Jeff 

clarified that he believes that a 1386 breach would occur with respect to bank account 

numbers, social security numbers, and other financial account numbers.  A student ID 

number that was tied to a student record would be a FERPA record.  A breach is different 

from a security incident, or a potential breach.  A DDoS incident is something that staff 

and students need to be notified about because it will affect their ability to reach the 

internet, but it is not a breach.  Tim Nguyen suggested using the ISO 27001 as a starting 

point and Jeff agreed that would include some important elements.  He will also look for 

existing definitions and templates to send out to the committee to modify.  There will 

need to be definitions for the terms: incident, security incident, and breach.  The Incident 

Response Template Document should also include: how the incident occurred, first steps, 

who to contact, and so on.  He will post items in Google Groups for committee members 

to review and revise.  In the meantime, members who have questions about possible 

incidents/breaches can contact Jeff and he will help them to cover all the bases, and put 

them in contact with outside resources if needed. 

 

Common Call for Proposal/Quote for Security Audit: 

The committee reviewed the wording of a proposal/quote for security audits.  This might 

be used for independent companies, or for peer review.  It will be a document that will 

cover what the campus wants to have done, whether a penetration test, security audit, or 

vulnerability assessment.  The intent is to develop a template that will make it easier for 

members to write up formal proposals to be used with vendors, or for peer review. 

The template should have a menu with a range of options depending upon the budget 

available: from an external scan, all the way down to onsite work; and from physical 

intrusion attempts to phishing and so on.   

Items to be included on the template:   

Define the scope: External/Internal, along with any excluded servers or sections.  For 

example, a penetration test should specify the IP address ranges both public and private 

that will be included.  (Note: if exploits are being run against production machines there 

may be a high probability of them coming down if you have a development network).  

Jeff noted that blind SQL injections that can actually affect data should be run against a 

testing system first.  Scope should also define physical scope; for example, for an onsite 

test, where are the testers allowed to go? 
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Order of testing: define the escalation; if a potential vulnerability is found, what will be 

the next step?  Test to see if the vulnerability actually exists, or report a potential 

vulnerability, etc.  (Note: Nessus scans often show false positives especially in Linux.) 

One member noted that they cannot afford to hire an outside company to assess and 

wondered about open source tools that could be used.  Jeff noted that a lot of companies 

just run Nessus to see what servers might be vulnerable.  Additionally, OpenVAS is a 

good option on a tight budget.  (Note: KALI Linux has the easiest setup for OpenVAS.)  

There are a lot of false positives, so the scope needs to be limited so that you can see how 

it is performing against network devices, and then check the validity.  Jeff also noted that 

OpenVAS does support credentialed scans.  You can put in credentials and check for 

privilege escalation, or accounts can be checked to make sure that access is not granted 

where it shouldn’t be. Nessus is fairly inexpensive at $1500/year, with the renewal being 

around $1200-1300 for the updates. 

The free service that the Security Center is offering involves a Nessus server that can run 

a default scan and Jeff will send you the results; or he can give you an account so that 

you can run whatever tests you want to do.  Patch scans and so on would require a 

credential scan.   

Action Item: 

Jeff agreed to write up the information on what is included in the Security Center offering 

for scanning so that campuses can put it up to shared governance for approval. 

Jeff noted that some scans can impact the servers.  Generally the default scan is pretty 

safe, but if you go into DDoS or web application testing, you can run into problems with 

failover.  Nmap can be used to do scans across the network, and discs can be saved on a 

monthly basis and then compared.  Scanning every port on every device is probably not 

practical, but Nmap has the top 100 ports that they will go after and that is pretty good. 

Jeff was thinking about offering Nmap deltas as another service, to report when ports or 

IPs open up on campuses, if there is interest.  Members agreed that if Jeff was able to 

spend time scripting and then sharing those scripts, they would be interested. 

It is important to prioritize network space; for example, if the vendor is charging per IP, 

you probably don’t want to scan your labs. 

Members thought that social engineering should be included, including physical breach 

attempts.  There are generators without much physical security around them.  Probably 

the easiest path into most networks at this point is some form of social engineering, 

including phishing and phone phishing.  Email phishing attempts continue to get 

responses despite weekly reminders to staff not to click through, and as a result there is a 

lot of extra work for technology staff once a machine has been compromised.  Another 

possible Security Center offering could be an email phishing assessment.  Members 

thought that could provide valuable information, but there might be political resistance to 

it.  

Mark noted that the security presentation at CISOA will be speaking to technology staff 

and wondered about ways to get the information out to executives and administrators to 

increase their awareness of the need to heighten security.  Jeff explained that was the 
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intent behind his presentation recently at the CC League, but that unfortunately there 

were no Presidents, nor Board members who came to the talk.  It is hard to get people 

interested, but it is critically important.  One member noted that his campus went from a 

penetration test, down to a vulnerability assessment and then downgraded further to a gap 

analysis because of political pressure.  It seems that they didn’t want anybody to know 

how they were doing and were embarrassed about what they found. 

Jeff noted that there have been 150 people who have signed up for the Securing the 

Human offering that is free for staff who work with PII, but that messages about security 

need to get out to everyone.  Signups for Securing the Human can be done through a 

request on the website and Jeff will add the accounts.  Right now he is doing it manually 

and it takes a day or two, but he is working on a more automated system. 

Mark noted that getting beyond the embarrassment is incredibly important and it would 

be a shame for it to take a major lawsuit for that to happen.  Jeff clarified that there have 

already been lawsuits at the University of Florida, the University of Ohio, and probably 

additionally over the recent incident in Arizona.  The biggest one in California was in San 

Francisco, which fortunately was not as bad as the media made it out to be.   The incident 

involved incompetence and probably an unethical vendor which then got blown out of 

proportion; it was actually the result of five viruses on one computer.  The positive results 

of the terrible publicity were that internally more effort was put into security, firewalls 

were upgraded, and everyone seems to see the seriousness more clearly. 

Define the test: What kind of penetration test? Typically there are three possibilities: 

white box, which includes sharing everything with the person ahead of time; black box, 

which shares nothing; and grey box, which involves sharing some information, perhaps 

equivalent to what one individual person working in another department might have.  

Usually it will end up being a grey box, because a black box is too expensive, and a white 

box often ends up being a grey box because people don’t know everything that is on their 

network.  Darwin noted that in some of his contract engagements for white box testing, 

code review was included.  The contract included code review, dynamic analysis and a 

white box portion.  The white box included code review, design review, and data usage 

types.  Therefore, it would be a good idea to define what exactly is meant by white box 

since it will sometimes include code review, especially if it is for a web app.  

Exclusions: What is specifically excluded from the test?  Denial-of-service attacks, which 

you might want on the web-server, or the student information portal, are not something 

that you will usually want done on your internal systems.  It is also important to clarify 

what happens if they get at data, or that they are not actually to get protected data.  It 

might require a non-disclosure agreement, and even that may not be sufficient protection, 

so you need to be careful.   

Specify the times that testing will be conducted:  For example, it should not be during 

business hours. 

Define the information to be collected:  Collect operating system details; if they are able 

to get into anything, or if they are not; if they get into anything, if they can determine 

what it is; patch levels; IP addresses; domain names; host name; method of collection; in 

a successful attack, the documentation to reproduce the attack, so that IT staff can 
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reproduce it; in a penetration test, specify the vulnerability that was used, and step by step 

how they did it; and if a web server attack was done, a documentation of their 

methodology, the SQL injection, cross-site forgery or cross-site scripting that was used; 

details, including screen shots and so on.  OWASP vulnerabilities found and steps to 

repeat the attack. 

Purpose of assessment: Secure system or minimal compliance. (The budget will also 

guide this.) Often, it seems that minimal compliance is all that is desired. 

Report: Who did it; start time of test; tools used; end time of test; findings; and 

remediation suggestions. 

Motion: 

Mark moved that ISAC adopt the full motion for the Framework for Vulnerability 

Testing and Penetration Testing.  The motion was seconded and then passed by the 

committee.   

Action Item: 

Jeff will send out the full framework to the committee with the meeting notes. 

  

Penetration Testing Frameworks: 

Jeff asked if members had checked out penetration testing frameworks and committee 

members noted that OS TMM (maybe version 3.0) is pretty good, and ISECOM.org 

version 3 is out as well.  You can subscribe and get the draft freely available for 

download.  Jeff will send out links to both frameworks and the committee will table the 

discussion until the next meeting on the one that is preferred. 

 

Peer Review: 

The committee decided that the peer review teams should ideally consist of three people; 

for accountability and to prevent split decisions in case of disagreement, although in most 

cases it should be a fairly straightforward judgment. 

It will be important to have team members with expertise and experience with 

vulnerability assessment or penetration testing.  Kevin and Jeff had academic and 

intercollegiate competition level of experience but no paid engagements.  Darwin has had 

engagements for code review and penetration testing in private industry and he 

volunteered with the web team penetration testing group for the CCDC (Collegiate Cyber 

Defense Competition).  Kevin nominated Darwin to be the team lead, and Mark seconded 

the motion. 

Darwin asked for a clarification on the time commitment involved because Mt. Sac is 

short staffed right now.  Jeff explained that there will be considerable work that will need 

to be done by whatever campus is being assessed, since they will need to do the ground 

work of the scope.  The web app test will be the most time consuming because it will 

basically involve reverse engineering.  Jeff noted that a VM that will need to be installed 

on the campus so that tools can be run locally will be essential. 
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Action Item: 

Volunteers who are interested in being on the team should email Jeff.  Members can also 

put the word out to other staff members on campus, and Jeff will put out a call for 

volunteers on the CISOA list as well. 

Darwin noted that as the work load gets heavier, it would be useful to have a technical 

writer or secretary to take notes at the meeting, because it will become harder for Jeff to 

keep up with the heavy documentation during the meetings.  There were no volunteers to 

take on that task at this time, so Tom suggested that Jeff consider pulling in the additional 

resources when he feels the need. 

Next Meeting: 

The next meeting will be on February 20, 2014 by Confer.  Jeff will send out an Outlook 

calendar invitation to remind committee members of the date and time. 

 

 

 


